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HIPAA: 

It is the responsibility of every practice to have a downtime plan created in the event that there 

is a service disruption which can include local Internet issues or ICANotes server failures. 

Please review Administrative Safeguard requirement for "Emergency Mode Operation Plan" in place 
as referred to in the HIPAA law cited below:

Screenshot from: https://www.law.cornell.edu/cfr/text/45/164.308

https://www.law.cornell.edu/cfr/text/45/164.308
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ICANotes Recommends: 

• Use the Upload Site to get previous reports for your patients.  
• Upload Site versus backup Upload Site. 
• Print your schedule the day before. 
• Keep a prescription pad at your office. 
• For DrFirst and if you have Internet service, you can go to DrFirst site directly. Call ICANotes 

Support by telephone at 443-569-8778 to obtain login username and password.  

  
  

Using the Upload Site 
  

Accessing the Upload Site: 

  

1.  Open your Internet Browser to the following location: https://upload.icanotes.com 

  

2.  Log in with your ICANotes Username and Password. 

 

  

  

https://upload.icanotes.com/
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3.  Enter in the Patient’s Name or Unique Number and click the  button.  You can 
also click on the “A-Z” URL on the lower right. 

  

NOTE: If you want to include inactive patients in your search, be sure to check "Include Inactive 
Patient". 

 

 

4.  After locating the correct patient, click on the patient's name to display the ICANotes Uploads 
page. 
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5.  To help locate documents, use the filters.  The first filter is Ascending or Descending.  

 

 

 

 
  
  

Backup Upload Site And When To Use 
  
The backup Upload Site should only be used in the event of an emergency that renders the Upload 
Site unavailable.  
 
1. In the rare event of an emergency or loss of ICANotes and the Upload site functionality, there is a 
backup website where one can access, print, or download existing notes. Go 
to: https://backup.icanotes.com 

https://backup.icanotes.com/
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2. Use your ICANotes username and password to log into the site. 
  
  
3. One can look up patients just like the upload site. 

  
  
  
  
4. Look up the patient on the left by either typing in last name or browse alphabetically. 

  
  
  
  
5. The image will open in another browser window. 
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6. One can print the document or save the document by right clicking within the document and a 
drop-down menu will pop up. 
  

  
  
Users are not able to upload documents to this site.  Once ICANotes is back up, one can upload 
documents through the normal upload site located at https://upload.icanotes.com  
 

  
  

Print Schedule The Day Before 
  

Legacy Calendar 
1. From the Legacy Calendar, click the  button. 

https://upload.icanotes.com/
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2. Choose the date range. For this example, I am printing one day, 12/13/2018. Choose the status 
and clinicians that you want to print.  

 
  
  

3. Once all of the selections have been made, click the  button.  
  
  
4. You will receive a popup message. Click the OK button to close the message.  
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5. Go to the Upload Site and log in using your ICANotes username and password.  

 
  
  
6. On the left side, click the Exports link and then choose the report to export.  

 



ICANotes Servers Downtime/Emergency Procedure 
 

pg. 9 
 

  
  
7. Open the exported report by clicking downloaded report on the bottom of the right. 

 
  
  
8. When the report opens, it will be shown in Excel as selected. It can be printed from Excel. 

 
  
 

New Calendar 

1. From the New Calendar, click the  button. 
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2. Choose the date range. For this example, I am printing one day, 12/13/2018. Choose the status 
and clinicians that you want to print.  

 
  
  

3. Once all of the selections have been made, click the  button.  
  
  
4. You will receive a popup message. Click the OK button to close the message.  

 
  
  
5. Go to the Upload Site and log in using your ICANotes username and password.  
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6. On the left side, click the Exports link and then choose the report to export.  

 
  
  
7. Open the exported report by clicking downloaded report on the bottom of the right. 
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8. When the report opens, it will be shown in Excel as selected. It can be printed from Excel. 

 
  
  

DrFirst Backup 
  
You are able to login to DrFirst outside of ICANotes in the event of an ICANotes outage or 
performance issue but before deciding to do so it is very important to consider the following: 

• Medications prescribed, stopped or changed outside of the ICANotes/DrFirst integration will 
not immediately sync back to ICANotes. When the system is restored to full access, a note will 
need to be generated for each patient a medication change was made for outside of ICANotes. 
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This is the only way to accurately reflect medication changes that were made outside of 
ICANotes as a result of this downtime procedure. 

• Logging in through the DrFirst website directly will require an additional username and
password which can be obtained from the ICANotes Support team.

• If you are setup as an administrator in DrFirst, the DrFirst website will allow access to an Acct
Mgmt (Account Management) section which allows you to create providers, send EPCS
invites, reset passwords, disable or delete users, etc. We discourage administrators for
accessing this area of the DrFirst website. Please be warned that as an administrator you
are liable, from a billing standpoint, for any changes made.

Because the syncing of medications back to ICANotes from DrFirst does not occur when 
prescribing through the DrFirst website directly, ICANotes urges extreme caution if you 
decide to login to DrFirst directly as part of your downtime plan. 

If you decide to proceed, you will first need to contact ICANotes Support by telephone at 443-569-
8778 to mention that you will be using the website to prescribe as a result of the ICANotes outage 
and to request your DrFirst login username and password. For security reasons, this information can 
only be shared over the phone and only with the account owner. 

https://rx7.drfirst.com/login.jsp
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