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EPCS ldentity Proofing Checklist

Items marked with a * are required, while the other items are recommended, optional or only necessary
for specific circumstances.

1. Hard and/or soft EPCS token (recommended to have at least two tokens) *

a. Hard token: Keychain device provided by DrFirst

b. Soft token: VIP Access by Symantec can be downloaded on a mobile phone, tablet or
computer from this link https://vip.symantec.com/

2. Social Security Number*
3. DEA number and state- DO NOT use a Narcotics Addiction DEA Number (NADEAN)*

4. You will have to create a passphrase that is a minimum of 8 characters with at least one capital
letter, one lowercase letter, and a number during the enrollment process*

a. A passphrase is necessary for the two-factor authentication step required for sending
controlled substance prescriptions

b. Itis HIGHLY recommended you write down the passphrase to save in a secure location
5. You will have to create a security question and answer (necessary for resetting your passphrase)*

a. Example: Mother’s maiden name or make/model of your first car

b. Security answers are case sensitive so please note down your security question and
answer exactly as you entered it

6. Valid personal phone number (mobile or residential —must be associated with home address)

Please Note: It is HIGHLY RECOMMENDED that you enter a mobile phone number so if it
can be validated, you may receive your transaction ID instantly by SMS text message.
Alternatively, you will receive a letter via USPS mail (takes approximately 5-6 business days).

7. First eight digits of a personal credit card (VISA or MasterCard) — no business or debit cards. This
information is NOT MANDATORY and can be omitted


https://vip.symantec.com/
https://vip.symantec.com/

Considerations Before Starting Enroliment

8. If you completed EPCS credentialing previously please skip to Page 21.

9. If you have a security freeze in place for your Experian credit account, you MUST remove it before
starting enrollment.

Please Note: IDP cannot be passed if there is a security freeze on your Experian credit

account.

a. Instructions on how to remove a security freeze can be found at www.experian.com under
“Credit Support”.

10. In order to review the information that Experian has on record, you can obtain a Free Experian
credit report from www.annualcreditreport.com. If any discrepancies are noted, please contact

Experian on the number in the report to resolve them.

a. ldentity proofing questions are formulated based upon credit history. This includes but is
not limited to questions about home/auto loans, bank accounts, places of residency, etc.
Having a credit report available can assist in answering these questions.


http://www.experian.com/
http://www.experian.com/
http://www.annualcreditreport.com/
http://www.annualcreditreport.com/

EPCS Enrollment Steps

Every EPCS provider will receive an invite from DrFirst (DO-NOT-REPLY-EPCS@epcsdrfirst.com).

The provider must follow the instructions in this email in order to complete EPCS enrollment process,
which includes the IDP Process (Identity Proofing) and activating token devices. If you are unable to find
the email, please check your junk/spam folder.

Please Note: Do not begin without at least one EPCS token. Even if you complete the IDP
process, you cannot complete the last step without your token present.

DO-NOT-REPLY-EPCS Jul 27

Registration invite for prescribing contro...
Welcome Wayne Best, The following email c... ¢

1. Upon opening the email, click the Click To Register hyperlink on step 1 of the email. The invite email
contains an Invite ID. Please save this email with the Invite ID in case you are unable to complete
the process and have to re-access this information later.

Registration invite for prescribing controlled substances electronically 1nox x & 2

DO-NOT-REPLY-EPCS@drfirst.com Mon, Jul27, 143 PM (11 daysago)  ¥¥ 4
tome ~

Welcome Wayne Best,
The following email contains the registration invite sent by DrFirst.com. After completion and following Logical Access Control (LAC) activation by your administrator, you will be able to safely and securely prescribe controlled substances electronically.
Please follow the directions outlined here:

1. Go to Click To Register and choose the 'T have an Invite' link.
2. If the link is not opening a webpage, please copy and paste the link in a browser and after the page is loaded enter the NPI and Invite ID.
3. Enter the following information into the designated area:
NPI: 2307957284
Invite ID: fd4885e4c92e48668e10ec51747f19d4
4. Follow the provided instructions.
5. If you would like to view a brief demonstration on how to complete this process, click the link below to watch this brief instructional video: Training Video

If you have any further questions, please contact us at 1-866-263-6512 .

DrFirst.com

Phone: 1-866-263-6512



2. This link will take you to a page where your NPI # and Invite ID will be pre-populated in the | have
an Invite box in the lower right hand corner of the page. Please confirm that these fields are correct,
and click the orange Proceed button.

EPCS Gold ™ S
NPy 0TRSTIA
EPCS Dol provides a Semple, Secure, and Coraified soution v 3anaing Controfied Substance prescrptions
tleciiomcally EPCS Gold &s 2 Cerfled soluion. and has passed singent auditng requirements set by e DEA Tis 8 Passphrase
Simple 30000 hat Bt with your current &-prescriting wondiow. and a Secure soktion which uses Twe-Fackor
Authenticaton Protocol (TFAP) throughout the product fo ensure & hvgh jevel of rust and secunty for you as 3 provider Next

Foogot Passptwane  Report Lost Tohen
I you e 0ot Yot ancoded 10r EPCS Oold, please make 5600 y0u Nave your vitanom /D #nd two factor aumentcanon
Token In hand a5 you start 1he idectty Proofing process Your invitason 1D cam be found in e amadl mitabon that was
sert 10 your emad address. If you a0 aready enrolied, pleasa 50 your NP1 number, tho number $hat & cummently showng
@0 your One-time password joken, and B DsIWOrd You Selup Auring the idontity roofing Process O anter the wique
|deniitar for your bomedic device 10 100+ 10 manage your tokeos and add a new 10kon f0r preccriting ' 1 have an lnvite

For more wformaton on EPCS Goid, 1w ioentity-Proofing process. and Row 10 manags youl Iokens, ploase click on the
ks Detow for shoel Sasning videos. If you have any Mrther Quesions. Dleale contact uo &t NPIR 2307957284

PIps scesk Ofest ConVarvicadesk or at 1-986-263-6512 L
invite 10 1048350 8c0 20400000 1 0ech 174711904

Trwnng videos -
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3. The next step will be to accept the Terms of Use and Conditions by selecting the individual gray
checkboxes and clicking the | Agree button in the bottom right corner.

EPCSGold

Agreement for EPCS Gold Services

JERMS OF USE AND CONDITIONS

V] 1 agree 1 relain sole possession of the OTP token. ard will not share he logn pesspivase with any other person or aliow any ofher peritn 10 use the OTP ohen o logn pansphrase
in arder {0 sign controlied substance prescrptions.

(V] | endersinnd Bt any Esiure o sease the OTP oken or logn passphrase, or any sharing of S OTP |oken or login passphrase with any other person, may resull n the revocasion or
suspension of my wse and access of EPCS Gold

V] v 1 agrae that ¥ usng & hand lohan or softwan ke spplication on & mobile dovice 1o generatn A coe- lime gessword for e teo facior suthenticason process. B hard oken o
software loken apgdication on e mabile devico must be separate from the device that | use (o issue any slectronic presception for 3 controfied substnce.

1 agree in notfy the DEA, the persons in my orgenczaton designated 1o sed logical acoe== controls 1o ke EPCS 1or
v Lm:mm-mnmu.mmdnyw:&m«y.{nam:mmmcemmmmmmmAwmmm«mmm
Brescritions | sgned, o were not sgned at all

v 1 agree 1 notfy the porioos in my uvwnuanu‘ desigriaiod 1o sel logeal accuns controls 1o the EPCS appication and (o notlly my sloctronic prescribing or EHREMR vendor
withint ane (1) business doy of decovery if

1 o cortacied by @ pharmacy betause ore o more of e

= are the mcorrect DEA humbes
I ppears $3at any of the funcions of the slecronic prescrpton application ane funclioning improper©y.

My OTP skan is kout, stolen, o the sutherdcation profocol has boen compramised in any way

| deterrsrse there i any oftet polential securty probilem not described above

1 understand St in e event of misuse, Iamwlumawwmmumm-wmngmm‘muhmm:edmhdnlldnmt:hmmy

Drfirst inay update theann Torms of Use ot iy tme wpon providing molion 1 you.

of  clecrunic presciption application or THRIEMR verdor 25 required in the proveson sbove. and that | am - wation enlered by 2n agent 2 my
direction upen signng and authorzing the irnssrission of an clecronc fora

o 1 agree o prompty mnolill wl applcation updates of which | am nade sware

v 1 St the srhe that apply o me when ssuang paper or aral grescriptions also apply 10 me when ssung electrone: prescripions for controlled
substances.

v 1 agrae lo prescribe d anly for leg medicsl puposes.

The following Terms apply regardiess of how you scoess and your use of the prescrption drug monitoring program (POMP) data made availabie & you Sirough your stale,
shird-party prowder, or Drficst:

1 agree St | am » foensed medical professionsd suhorzed o acceas POMP dsta (all such dats seferred (0 s "POMP Dats®) an shall only access or sse POMP Duts
in sccordance with spplicable state and federsl laws and regutations, and that | am sololy responsibie for ensuring my accoss of the POMP |s suthorized by the state in
which | peacscn

| agree © provide proof of my stuie isswed suthorization of accessng PDMP Dats. ¥ such authorzation is required by applcable b
| have recetved il applicable consents or asthorzations from curent patients ©© access andior wse the POMP Det.

1 gree 1 access and use PDMP Dala solcly for hoalth cors- reiated docison making relaled (o 8 petent in accordance with appicatie federnl and state laws and
roguintons

1 shall mot engage In urlesiul, abjecionable. or malicious conduct or aclivies in accessing POMP Dals, including but hat limited 1o, the ¥ansmission or destrution of
wiruses, computer worms, Troan horses. malcious code, dersal of service aitacks. unsoliciied comme—cial e mail, $e wauthorized entry o any other machine
accessble viz any platiorm, the or af dat or malerial protecied by a propretary right of a third garty, or the submession of

, matersl, or

| agree Bl | wil not decompie, disassembie, deconsiruet, o reverse angineer sy POMP Duta St it reirievod Swough POMP Actess.

| agroe ot o subliconse, fransi, tol, daclons, export o oferwisn purttit accoss (o of Lse of POMP Dnls actured Sirough the softears.

Tanemmalpmw.msxcmml«mImmu-mmll:mmmvmmvbﬁ tion snd
have ot been ct within the: i ﬁvEl5‘mhyanymlmm:ﬂﬂwlmmhrvmdaﬂy
thsmmgmmdmmmmnuﬂhma.wuumx::

1 bareby agren 1 indemesfy, hold hoemiess. and delend DrFiest, w Nalional Assocation of Boands of Prharnmacy, and Appriss, e, ("APPRISS®). and esch of theor
rospecive oflicer, drectons, employots, memnbers, contacions, and sfiistes Som and sganst arvy lossas, labtises, costs (nckidng masonblo atormeys foos), o
dumages reaulling froen amy third party cham in which any sbove-natmed party = narned as o resclt of my acoess or use of the POME Data,

1 scknowledge thal 1o She exdent thal APPRISS & the source of $he PDMP data APPRISS and the Natonal A of Boards of y shall be thrd party
beneficaries 1o these terms.

Ta the extend thal the CURES netwark is the source of e POMP Data, | agree $uat if shall be my seaponaitslity & vesfy through the CURES portal thet my CURES
account profile is current, which shal inchude, ol @ minimum, comgletion of the annual updale, sad that | possess @ active CURES sccount. | ackrowledo thl the
fuilure 8 complote the arewa! upxinle of rerdan an aclive CURES account ststus will reaull in rmecton of the guery

For acoess 1o Washingion State POMP Dats, | agree and acknowiedge that | am required {o fave an account with OnetHeallhPort and setan full responsiitty for
mantsinng an sccourd wih OneHealthPort and for any assocated costs or fees

chicking this box, you Scknowisage and understand that you are subject to thees tsrme of use and =8 applicable fecera and state laws govemning the stectronic
_Ji ,ol. Yea nd mmmmnnummwnﬁmmammmmmw"wmun

PLEASE CHECK ALL CHECK BOXES AND CLICK THE AGREET BUTTON BELOW TO SIGNIFY THAT YOU HAVE READ AND AGREE TO THE ABOVE TERMS OF USE



4. The next screen will present a temporary password. This allows you to resume the IDP session if you
exit for any reason and should be recorded before proceeding.

Please Note: This temporary password can only be used if IDP has been passed and you
have yet to bind a token. If the IDP session needs to be exited and completed later, this
password can be used to access the session within 24 hours. To use this password, click on
the original invite link and enter the password.

& InfiniD

Hi Wayne Best

Drfirst Inc has requested you to complete identty proofing (1DP)

InfiniD, an identity and credential management service. leverages remote knowledge based authentication (KBA) lechnologies 10 provide a onbne
method for providers 10 comply 1o NIST level of e (LOA) 3 req This level of assurance requires a two-factor authenbcabon token to
be bound to your identity during this process. InfinlD atso enables you to verify your identity in the future wihout having 10 complele the KBA identity
Prooting Steps again for other Services that require J0entity proofing and/or mui-factor UEhentication SUch 3s SIECrONC prescnting of controlied
substances (EPCS)

If you are unable to complete RGN
session password 1or up 1o 24 hourd v7YSd |Piease record this temporary p now to pr the need to re-do identity proofing again
in the event that you are unable to DInd your credentials after completing identity proofing during this session.

Please chok Next 1o proceed

© 2013 - 2020 Defirst com. All nghits resedved



5. The next screen lists some pre-requisites of the IDP process:

a. Token: At least one hard or soft token is necessary to proceed.

b. Personal credit card: This is NOT MANDATORY and can be omitted. If you are having a

hard time passing IDP, entering this information may help you pass.

OneSpan and/or Symantec Token

* You must have at least one
token

) * Itis highly recommended that
you have 2 tokens for backup
purposes

* OneSpan Digipass GO7 hard
token can be supplied by your
EHR/EMR vendor

* Symantec hard token can be
supplied by your HER/EMR
vendor and/or VIPACCESS app
can be downloaded on your
smart device

BEFORE IDENTITY PROOFING, YOU WILL NEED THE FOLLOWING IN YOUR POSSESSION:

& InfinD

Personal Credit Card

* You must be the primary account
holder of the credit card
* The credit card will not be charged.
* Must be a Visa or MasterCard

reg under an address associated
— with your personal finances .(NOT debit

VISA | =

[ * Temporarily remove any credit freeze
on your credit card or credit profile
during this process.
* Note: A credit card is strongly suggested to prevent identity proofing failures.
If you do not use a credit card during the identity proofing process your
identity may be able to be verified if there is sufficient financial account data
associated with data entered on the next screen. (NIST Requirement)

MasterGard




6. Then, accept the InfinlD Application Terms of Use.

10

DrFirst.com, Inc. ("DrFirst," "we," or "us") provides online and mobile application services related to the practice of medicine, including secure
information exchange, electronic prescribing, and other tools to assist physician practices, individual physicians, and other heaithcare providers to
perform a variety of healthcare activities. Many of these services require healthcare providers to undergo Identity Proofing during their initial registration
process, in order to verify that the provider actually is the person that the provider claims to be in accordance with state and federal laws. InfiniD (“the
Application”) is a web-based application which enables a Healthcare Administrator ("End User") to more efficiently manage and authorize those
heaithcare providers, identity, and credentials. The Application is provided to End User only under the applicable terms of use below (the “Terms”)

PLEASE READ THE TERMS CAREFULLY. BY CLICKING ON THE "ACCEPT" BUTTON BELOW, YOU ACKNOWLEDGE THAT YOU HAVE
READ THESE TERMS, UNDERSTAND THEM, AND AGREE TO BE BOUND BY THEM.

IF YOU DO NOT AGREE TO ANY OF THE TERMS BELOW, YOUR SUBSCRIBER'S RIGHT TO ACCESS AND USE THE SERVICES WILL NOT
COVER YOU AND YOU CANNOT BE GRANTED ACCESS TO THE SERVICES, THE SITE, OR ANY RELATED TOOLS OR SERVICES. IF YOU ARE
IN THE PROCESS OF ELECTRONICALLY REGISTERING AND YOU DO NOT AGREE WITH THESE TERMS, YOU SHOULD CLICK ON THE "DO
NOTACCEPT" BUTTON TO DISCONTINUE THE REGISTRATION PROCESS OR EXIT THE APPLICATION REGISTRATION SCREEN.

A.END USER REQUIREMENTS By agreeing to these Terms as an End User, you represent that you are an End User at a healthcare entity, an i
authorized administrator appointed by a healthcare entity, or an authorized administrator appointed by an electronic medical record with the
authority to access an entity’s healthcare provider database in order to share provider identity verification information with DrFirst and authorized
third parties. In the event that you cease to be an Authorized Credentialing Officer or an authorized administrator with the right to access and
share healthcare provider information, these Terms will automatically terminate and you agree to discontinue your use of the Application
Immediately. You agree to use the Application to upload Information for only those healthcare providers who have successfully completed your
healthcare entity’s ldentity proofing verification process in compliance with all applicable state and federal laws and regulations.

B. ACCESS TO SERVICES For so long as these Terms remain in effect and you remain a properly registered End User. the Application will
remain available to you. You may access the Application only if the healthcare entity that you are affiliated with remains a DrFirst customer,
subject to these Terms. During such time as you remain a properly registered End User, you are granted a limited. non-exclusive, nontransferable
license to access and make use of the Application.

‘ »

Version TOU 2.0, Last Modified 03/18/2016

| have read and understood this agreement, and | declare that | am authorized to sign this agreement.

PLEASE SELECT THE ACCEPT BUTTON BELOW TO SIGNIFY THAT YOU HAVE READ AND AGREE TO BE BOUND BY THE PRECEEDING
TERMS AND CONDITIONS OF USE




7. Complete the User Registration form and verify that the pre-populated fields are correct. Here are
some tips and notes on the fields within this forms:
Required

* NPI: This will be pre-populated.

*  First / Last Name: These fields will be pre-populated.

*  E-mail Address: Must match the email where you received the EPCS invite.

*  DEA Number: When entering your DEA number, please use all capital letters. For example,
AA1234567 and not aal234567. Please enter your primary DEA number, not a specialty DEA or
DEA for prescribing addiction medications.

* Date of Birth: Please click on the calendar icon and select your birth year followed by the month
and then day. This will make ensure formatting is correct.

* Home Address fields: Please enter the address related to your financial records. This is typically
a home address. Please do not input any special characters within the address field.

* Social Security Number: Personal SSN number.

*  Mobile Phone Number: While this is not required, if you enter a mobile phone number that
Experian can validate, you will receive a text message with a confirmation code instead of a
physical letter. This greatly speeds up the IDP process.

Optional

11

Credit Card Number: While this is not required, this can increase your chances of passing IDP if
you fail the first time. Please enter a personal credit card that is either a VISA or MasterCard.
You will NOT be charged; Experian requires only the first 8 digits.

Driver’s License State, Driver’s License #, and Residential Phone Number are not required. If
you enter your Driver’s License #, please put the class of the license at the end of the number.



Please Note: The orange arrows indicate all the fields that need to be completed and verified for

ldentity Proofing Process

Flelds marked with * are mangatory

Fields markea with ** shoukd be provided 10 prevent iendty proofing fatures of delays, see notes below form fieids

O 0
= o1
= FirstName®
= Last Name®
) Email Address *
mm DEA Number *
mm) Oate of Birth (MMDDYYYY)'
mm Home Street Address’
=) Home City"
=) Home state’
=) Home Zip'
s social Security Number'
) Mobile Phone Number **

Credit Card Number ™

3

4 5
2307957284
Wayne
Best
waynebes:@faksemai, com
AP3306188

Olv O1v 1957 v

1361 K ST SE APT 204
Washington

District of Columbia (DC) v
20003

890-62.9517

(202) 132-5831| (13

o

Thet g fields are op "
CONINm your identity,

Driver's License State Choose a Valoe v
Driver's License Number

Residential Phone Number

L3 Experian

** A Experian Transacton Number will be sent 1o the mobde phone number provided  You will need 10 save and enter that coce in kater steps 1o
complete the icenty proofing process If you 60 not provide 3 mobile number of If the mobile NUMBEr Can't be Matched 10 your home adaress. e
confirmation code will be mafed 10 your home aacress.

** Acredit card s strongly suggested to prevent identity proofing tailures. If you do not use a credt card dunng the identity prooting process your identity

may be able to be verified If there is suMicient Sinancial account data associated with data entered on this screen. (NIST Requirement)

Your credit card will NOT be charged
You must be the primary account holder Of the credit card and it must be Enked 10 your home address

accuracy.

12



8. You will then be required to answer 3-4 security questions pertaining to your financial history

Please Note: If you are not presented with IDP questions, this could be due to a number of
different factors. This includes but is not limited to a security freeze on your accounts.
Instead of these questions, you will see a message that informs you of unsuccessful identity
proofing.

& InfinD

Identity Proofing Process

O 90 0 « 5 8

Please answer the foliowing questions which are based on records from your credit profile:

1 According to your credit profile, you may have opened a mortgage loan in or around April 2019. Please select the lender to whom
you currently make your mortgage payments. If you do not have a mortgage, select 'NONE OF THE ABOVE/DOES NOT APPLY". *

O FREDDIE MAC

O MID AMERICA MORTGAGE
() GMAC MORTGAGE

) BANK

O NONE OF THE ABOVE/DOES NOT APPLY

2 According to your credit profile, you may have opened an auto loan in or around October 2019, Please select the lender for this
account. If you do not have such an auto loan, select 'NONE OF THE ABOVE/DOES NOT APPLY". *

() NISSAN MOTOR ACCEPTANCE
() CHRYSLER CREDIT

O ONYX ACCEPT

O GEC AUTO LEASE

(O NONE OF THE ABOVE/DOES NOT APPLY

3 You may have opened an auto loan or auto lease in or around October 2019. Please select the doliar amount range in which your
monthly auto loan or lease payment falls. If you have not had an auto loan or lease with any of these amount ranges now of in the
past, please select 'NONE OF THE ABOVE/DOES NOT APPLY", *

() 8785 - 82R4

13



9. Based on the answers to the questions presented, combined with the initial information entered by
you on the User Registration screen, Experian will determine whether or not you have successfully
passed IDP. If you fail IDP, you must start the IDP process over.

Please Note: If you fail three times, this will lock your account. You cannot attempt
IDP again for a full 24 hours.

10. Once IDP has been completed successfully, you will receive a confirmation on the next screen that
your identity has been successfully confirmed and will be prompted to add a token, click the orange
Add New Token button. It is HHGHLY RECOMMENDED that you add at least TWO tokens, in case
one is lost or inaccessible. If you cannot attach two tokens at this step, you can always add one
token during the process and add another token at a later time from the EPCS Dashboard. You can
have up to 5 tokens for your account.

& InfiniD

Congratulations! Your identity has been confirmed but there are just a few more steps to complete the process of
binding your identity to the credentials.

Registering a Two Factor Authentication Token

This is required to complete identity proofing at NIST level of assurance 3 and will allow you to add additional services later which require multi-factor
authentication without having to redo knowledge based authentication for identity proofing. You may download a free authentication token from one of
the approved manufacturers listed in the drop down below or use an existing token from one of those manufacturers. Please see the tool tip for further
instructions on each manufacturer

Token Management

Fields marked with * are mandatory

O— 0900 5 6
S e e o S LS
_ Continue

14



11. Select the manufacturer from the Token Manufacturer drop-down menu.

Congratulations! Your identity has been confirmed but there are just a few more steps to complete the process of
binding your identity to the credentials.

Registering a Two Factor Authentication Token

This Is required to complete identity proofing at NIST level of assurance 3 and will allow you to add additional services later which require multi-factor
authentication without having to redo knowledge based authentication for identity proofing. You may download a free authentication token from one of
the approved manufacturers listed in the drop down below or use an existing token from one of those manufacturers. Please see the tool tip for further
instructions on each manufacturer.

Token Management

Fields marked with * are manoa(ory
(1 S 7 S 3 e 1 5 6

T N I R N N

Add Two Factor Authentication Token

Token Manufacturer * Select ve

Select
SYMANTEC
ONESPAN

© 2013 - 2020 DrFirst.com. Al rights reserved.

a. Select SYMANTEC if:

i. You are using a soft token (VIP Access App on mobile
phone/tablet/computer)

ii. You are using a keychain hard token that has the Symantec
name and logo on the face of the token.

b. Select ONESPAN if:

i. You are using a keychain hard token that has the OneSpan name
and logo on the face of the token.

15



12. Complete the rest of the fields with the following listed information to be entered per token:

a. Token Issuer: DrFirst
b. Token Type: OTP HARD TOKEN (key fob) or OTP SOFT TOKEN (VIP Access app)
c. Token Name: Nickname for the token to help identify it (Ex. “iPhone token”, “key fob”,
etc.).
d. Serial Number or Credential ID (include preceding letters):
i. If using a Symantec HARD token (keyfob): enter the Serial Number (S/N) on the
back of the token without any spaces.
ii. If using a OneSpan HARD token(keyfob): enter the Serial Number (S/N), which is
the long string of numbers on the back of the token without any dashes.
iii. If using the Symantec VIP Access app SOFT token: enter the Credential ID that
appears at the top of the screen without any spaces.
e. One Time Passcode (OTP): The number generated on the hard token or the “Security

Code” from the VIP Access app.

& InfiniD

y to the cr

Registering a Two Factor Authentication Token Registering a Two Factor Authentication Token

jred 10 complete identty proofing at NIST level of assurance 3 and wil allow you 10 30d 3ddonai services kater wiich require muld-tactor This s requited 1o comple proofing at NiST level of assurance 3 and wil aow you 10 a0d adional services a%r which require mull-factor

o 101000 mowiedge s sl br ety [oooM. Y ey downioad § e uricalon Ben o ons of 1600 KnOWES0E Da3ed henEcaSon o KEntRy OO, You ay GovnIoRd & e SUEnICaon ke o one of
5 manutacures sed 1 he rop Gown below o se a1 €25909 Kok Fom one o s MANEACRNET, Picase 566 e oo 1 fo her 4353in 2 cop o beow or e o x4 ok hom o o fhoge marafackres. Please soe e o 1 i Arer
akvcions on each mamdbchae instncons on éach manchechaes
Token Mara
et marked i sre mandaty PN ——
1 (2 (3 4] 5 6 w 12 (3 4] 5 6
T T N I R N o T I i R

Add Two Factor Authentication Token Adg Two Factor Authentication Token

Toksn Manutacturer ONESPAN v Token Manutacturer s v @
Token tssver ORFIRST o Token Issuer* ORFRST o
Tokan Type * OTP HARD TOKEN v @ Token Tyve* OTP SOFTTOKEN v @ @]
Token Name * White Token @ Token Namo * Phone @ —

\
‘Seril Number of Credentist 0° | 510754364 ® Senat Number or Credentsl 10° | syMczmisss2 @ \
One Time Passcode (OTP)* | v @ One Time Passcode (OTF) " [smef °

Show Cloar Text

1) Show Clesr Text

©2013 2020 DeFwst comm A ghts eserved

Please Note: Your screen may look like either of these images depending on which token

was selected.
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13. Once all of the required fields have been entered, click the Save New Token button. Upon
successfully registering a token, a green success message will appear on the screen. You may save
additional tokens or click Continue to proceed.

Congratulations! Your identity
binding your identity to

s been confirmed but there are just a few more steps to complete the process of

&
Registering a Two Factor Authentication Token
This is required {o complete identity proofing at NIST level of assurance 3 and will allow you to add additional services later which require mulfi-factor
authentication without having to redo knowledge based authentication for identity proofing. You may downioad a free authentication token from one of
the approved manufacturers listed in the drop down below or use an existing token from one of those manufacturers. Please see the tool tip for further
instructions on each manufacturer.
Token Management

Fields marked with * are mandatory

O 0900 5 6
+ Successfully added token SYMC46242133

T R R

White Token 3510754364 ONESPAN DRFIRST OTP HARD TOKEN ACTIVATED

iPhone SYMC46242133 SYMANTEC DRFIRST OTP SOFT TOKEN ACTIVATED

© 2013 - 2020 DrFirst.com._All rights reserved.

14. Next, a passphrase, security question, and security answer must be created for the account. This
passphrase is a password that will be used to prescribe controlled substances. The security
guestion and answer will be necessary if you ever have to reset your passphrase.

a. The passphrase must be at least 8 characters long, be mixed case, and contain at least one
number—avoid special characters.

b. A security question and security answer (case sensitive) will need to be entered as well.
Since it is case sensitive, the security answer has to be remembered exactly as it was
entered. This will be used in the event the passphrase is forgotten.

Please Note: We strongly recommend that the passphrase and security question/answer are
written down to be stored in a secure location. DrFirst cannot reset a passphrase. The
passphrase can only be reset by correctly answering your security question. In the event that
the passphrase is forgotten and cannot be reset, your account will be DISABLED, and you will
be required to complete IDP again from the beginning.
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Passphrase Creation

Fieids marked with * are mandatory

OO0 0O 0 0 ¢

Please create a passphrase. You will need mis p asan factor to verify your identity again later when aoding new services or
related accounts which require identity proofing so that vou don't need to compete the ge based ication identity p g process again
You may also use this 10 log Into a Wwhere you can manage your profiie and authentication credentiats.

Please create a secunty question that is personal to you, and for which only you know the answer. This vill be used to reset your passphrase if you
forget It.

Passphrase * [ @ vour password Is gooa

Confirm Passphrase*  coeeeeen

Security Question * What Is your mothers maid:

Security Answer * Smith

I Hide Clear Text

© 2013 - 2020 DrFirst.com. All rights reserved

15. After entering the Passphrase, Security Question, and Security Answer, click Continue to move
forward.
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16.  Once the Identity Proofing and registration steps have been completed, the next screen displays
information in regards to the Experian Transaction Number. This step must be completed in order to
finalize your EPCS credentialing. You will receive either a letter by USPS mail or an SMS text message
with the Experian Transaction number. The workflow for each is as follows:

Identity Proofing Confirmation inbox x & 2
InfinID <InfiniDAdmin@drfirst com> 447PM (3minutesago) V¥ &
tome ~

Dear Dr. Wayne Best,

Congratulations! Experian has verified your identity. Experian wil be sending you transaction number by text message or by leter in the mail. You will need to enter this code in the InfiniD console in order to verify that you are the individual associated to
the phone number and address information provided.

1f you have already entered your Experian transaction number within InfiniD you may ignore this email.
1f you have not yet entered your Eperian transaction number in InfinID, please follow the below instructions.

1. Have your transaction number sent by Experian ready.

2. Go to link and follow the instructions. If the link does not open a web page, please copy and paste the link in a browser,
1f you have any further questions, please contact support at DrFirst Inc support.

DrFirst Inc

9420 Key West Ave
Rockville MD
(866) 263-6512

Please Note: If you must navigate away from this screen, it is safe to do so at this time. Experian
sends an email congratulating you on completing identity proofing. Within this email is a link to enter
the transaction number later. PLEASE DO NOT DELETE THIS EMAIL.

& InfinD

Identity Proofing Process
Thank you! Your credentials have successfully been bound to your idenlity. An Experian Transaction Number has been sent to you by one of the below

methods. If you have received your code by text message, please enter it now. This is required to complete remote identity proofing at NIST standards
to venfy your identity using a second channel of verification

SMS Text/Voice Mailed Letter

piiboy oy Transaction
Costa CA 52626
vy

Number

(Transaction Number / REFERENCE-ID = :00000000)

I your code cannot be sent by text message, within the next 5-6 business days, you
should receive a mailed letter from our identity verification vendor, Experian. PLEASE
DO NOT THROW THIS LETTER AWAY.

If you entered a phone number but have not received your
text message, please contact support 1o resend your
Experian transaction number.

Experian Transaction Number * _

I you have yet to receive an Experian Transaction Number, an email has also been sent with a link 10 return 1o this screen and enter the code later if
you have not received it yet. You will be required to log in with your credentials which you have just bound and enter the verification code when you
return.
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a. SMS Text Message: If you entered a mobile phone that was successfully validated by
Experian, the Experian Transaction Number will arrive immediately via SMS text message.
Enter the Experian Transaction Number and click Verify Code.

Confirming your Experian Transaction Number

Thank you! Your credentals have successfully been bound 1o your identity. A Experian Transaction Number code will be mailed to you by Experian and a confirmation emai has
been sent 1o your email. Once you receive the letter from Experian, please use the link in your confirmation emai to return and log in with your credentials which you have just
bound and enter the Experian code

This is required to complete remote identity proofing at NIST standards to verify your idenfity using a second channel of verification

A% Experian

476 Actan Bodevass Experian
Cottn tiesa G 52008 s
i cxperar com Transaction

Number

(Insert Physician Name)
(insert Address)
{insert Cty, State, Zip) p/

Transaction Number / REFERENCE-ID = txxxxxxx

Within the next 5-6 business days. you shouid receive a mailed letter from our Identity verffication vendor, Experian. PLEASE DO NOT THROW THIS LETTER AWAY.

@ 2013 - 2020 Drfirst com. All nghts reserved.

b. USPS Mail: If a mobile phone number was not entered or if Experian is unable to validate
the mobile number, Experian will send a letter via USPS mail containing the number that
typically arrives in 5-6 business days.

i.  Once the letter arrives, you should access the IDP confirmation email and click the
link in step 2 (see image above) to enter the Experian Transaction Number.

ii. Enter the Experian Transaction Number, passphrase, and pin from your selected
token. Then, click the Submit button to complete.

& InfinD

Experian Transaction Number Verification

Please enter your Experian transaction number and verify your identity with the credentials bound during your identity proofing session

Experian Transaction Number [ 2149161061

Passphrase } P Forgot Passphrase?
Select Token (White Token) 3510754364 v

One time passcode ‘ e

[C) show Clear Text

© 2013 - 2020 DrFirst.com. All rights reserved.



Re-Authentication

If you are already an active EPCS prescriber and are on-boarding for EPCS at another organization, your
account can be re-authenticated by leveraging your existing credentials. This prevents you from having to
complete the IDP process for each organization you are in.

Once you have been invited for the new organization, please follow the steps below.

1. Once you receive the invite from DrFirst, click the Click To Register link within the email. If you
are unable to find the email, please check your junk/spam folder.

Welcome Laurieann Radlein,

The following email contains the registration invite sent by DrFirst.com. After completion you will be able to safely and securely prescribe controlled substances electronically.
Please follow the directions outlined here:
. Goto Click To Register and choose the 'T have an Invite' link.
. If the link is not opening a webpage, please copy and paste the link in 2 browser and after the page is loaded enter the NPI and Invite ID.
. Enter the following information into the designated area:
NPI: 6022717931
Invite ID: 279822514fbe46c895976adBe3cf34e6
Follow the provided instructions.
. If you would like to view a brief demonstration on how to complete this process, click the link below to watch this brief 4 minute instructional video: Training Video
If you have any further questions, please contact us at 1-866-263-6512 .
DrFirst.com

Phone: 1-866-263-6512

2. Within the I have an invite section, click the orange Proceed button.

&I have an Invite

NPI# 2011511675

Invite 1D 74331¢402323431d9007020 13013

3. Next, accept the Terms of Use and Conditions.
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4. You will then be prompted to re-authenticate yourself by leveraging your existing credentials.
Make sure to choose the Use my existing authentication credentials option to prevent having
to complete identity proofing again from the beginning.

Hi LAURIEANN RADLEIN

Rceopia has requested you to complete identity proofing. InfinlD brokers connections to Experian, credentialing offices and credential service

providers to facilitate this process.

Our records indicate you have already completed the identity proofing process. You may verify your identity using the two-factor authentication
credentials you previously bound to your identity as an altemate to completing the knowledge based authentication(KBA) identity proofing process again
Please select below if you would like to attempt to authenticate your identity using your existing credentials, or if you would like to start the identity

proofing process again.

If you have forgotten your password and are unable to reset it you must start the KBA identity proofing process again

Use my existing Complete the identity

authentication credentials proofing process again

5. Finally, you will enter your existing passphrase, choose a token, enter the one-time pin (OTP),
and click the Submit button.

Please authenticate with your password and one of your registered credentials to verify your identity

NPI 6022717931
Password Forgot Password?
Select token (iPhone) SYMC64666728 v

One time password

Show Clear Text

Unable to verify your authentication credentials?

At this point in time, enrollment at the new organization is complete. However, you will need to work
with an administrator to have your EPCS account activated by completing Logical Access Control (LAC)
before you can begin e-prescribing controlled substances for this additional organization.
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EPCS Logical Access Control (LAC)

Through the Rcopia application, the designated practice administrator must authorize a provider for

EPCS and change the provider’s grant status to active. In order to successfully complete this step, the
designated administrator and the provider should be at the computer together because the provider will
need to enter in their passphrase and token information.

Please Note: An administrator should have been designated during implementation, but if
you are unsure of who the practice administrator is, would like to add a new individual as an
administrator or if the administrator needs their username/password reset, please call the
ICANotes Support Team at 443-569-8778 during business hours (Monday — Thursday, 8:30
EDT—7:30 EDT & Friday 9 EDT — 6:30 EDT).

1. The designated practice administrator must log in to their ICANotes account and access DrFirst
using either the Pending e-Rx or Pharmacy Msg buttons in the Chart Room.

E TlcANotes 1.04

Sign Out  Edit View Format Reports Chat/Help

—_ Log Off
Behavioral Health EHR
Show Charts:

i i i All [ Working At
Chart Room for working at | Hospital (Inpatient) ||
SO an [19F'endingl%ﬂ:s”hbpharmaqhﬂsg]
Novow | palll Enter Patient N, 1D, Maiden name, DOB [ ! ). Phone or §5H remove
(a)(e] [auateryreport ] Foc
First Hame Last Name DoB
= Match Test Results

Make a
Ll Hew Chart

an | soneae|

Settings +
Directories

Click on the name to get the patient's chart. -
Hover cursor over name for more details. Daily Report

Start Telehealth Sessio

|
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2. Upon accessing DrFirst, navigate to the hover menu at the top left of the screen
and select Utilities.

<-- Back to ICANotes  Meed Help?

ICANctesd) Prescription Report

Prescription . Clinical Decision Prior Medication Fill
Report Support Authorizations History

Reports
Settings
Utilities "
Support Center

Patient

¥ | | Blank for All or Select a Patient

3. Click on Logical Access Control (LAC).

Utilities

Logical Access Control (LAC)
Activate providers for EPCS )

4. This link will launch the administrator into the Logical Access Control (LAC) screen. This screen
will list only providers who are enrolled, meaning that they have completed the IDP process
with Experian, activated their token(s), and entered their Experian Transaction Number. Any
providers with an Inactive grant will be listed first.

Please Note: This screen will display no more than 50 providers, so if the administrator
cannot find the provider to activate, they will search for the provider at the top of the page.
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5. Next, the administrator will need to change the EPCS grant to Active for any providers that need
authorization to electronically prescribe controlled substances. The administrator will find the
provider to activate and toggle Active under the Grant column.

Logical Access Control Activity Report Auditable Event Alert Report Alert Email Configuration

Organization: DrFirst Inc Administrator: Ayesha Faisal (2632061631) Address: 16 One Half Mile Road Sterling Heights IL 48312

Two sep indivi are required to app! logical access control information in order to activate a prescriber's el i ibing of d e il within each
in accordance with DEA requil One must be an |dem|ty pfooied registrant(Authorizing Prescnber) who will enter their two-factor authentication credentials to
complele the authorization at me bottom of this screen. The other indi ) must be who can verify that the prescriber(s) selected for activation are
top es for the ization with the DEA number selected and that the DEA license is active and in good standing.

Search Prescribers

First Name Last Name NP1
__
BEST, WAYNE 7754352145 AB7246259 Mon Jul 20 12:53:50 EDT 2020 DEACTIVATED @ Active O Inactive

1

6. Once the administrator has changed the EPCS grant to Active, they will need to enter their (the
designated practice administrator’s) first and last name in proper case into the Granting
Administrator section on the LAC screen. This acknowledges that the administrator confirms the
provider has valid licenses. Not entering the first and last name in proper case will cause this
process to fail.

Search Prescribers

First Name Last Name NPI
m_
BEST, WAYNE 7754352145 AB7246259 Mon Jul 20 12:53:50 EDT 2020 DEACTIVATED @ Active O Inactive

@© EPCS Logical Access Control Help
Granting Administrator

| have verified that each prescriber selected for activation above is ized to i for this using the DEA number listed and that the DEA license for that
DEA number is active and in good standing.

Please confirm your first and last name: Admin Name
* Subject to DEA regulations, this will be audited within DEA auditable event records for each digitally signed access change




Then, the provider will need to identify themselves on the LAC screen by entering in their NPI
number. Normally, the practice administrator will be completing this step with the provider
currently being activated. In the event that the provider is not available, the validating provider
can be any provider that has an EPCS Status of ENROLLED. This could be the provider currently
being activated, another provider within the practice, or a provider at any practice who is
ENROLLED with EPCS Gold.

Finally, the provider will choose the OTP token they wish to use from the dropdown box, enter
his/her passphrase, and enter the OTP from the token.

e EPCS Logical Access Control Help
Granting Administrator

I have verified that each p iber selected for activation above is ized to p 1! for this using the DEA number listed and that the DEA license for that
DEA number is active and in good standing.

Please confirm your first and last name: Admin Name
* Subject to DEA regulations, this will be audited within DEA auditable event records for each digitally signed access change

Authorizing Prescriber

Wayne Best Enter NPI: 2307957284 -

By entering your two-factor authentication details above, you are agreeing to change access for the prescribers and locations listed above.
This transaction will be digitally signed.

Choose your Device from list Enter your signing passphrase Enter the pin from your OTP token
SYMC46242133 (iPhone) v 0 sesenenee o

(2]

[ show Clear Text
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9. Once the fields have been fillied, the provider will click Authorize. This will activate their EPCS

grant, and they can begin electronically prescribing controlled substances.

10. If necessary, it is possible for the administrator to see the history of providers that have gone
through this process via the Logical Access Control Activity Report.

Q EPCS Logical Access Control Help
I Logical Access Control Activity Report | Auditable Event Alert Report Alert Email Configuration Exit

Organization:  Drfirst, Inc. Administrator: LAC Staff (222516832)




Auditable Event Alerts

Any time there is a grant status change, meaning a provider’s grant status has changed from Inactive to
Active or vice versa, an automatic report is generated and sent to the provider’s email. Per DEA
requirements, this report is sent for a provider to have for auditing purposes.

Within the Logical Access Control (LAC) screen, an administrator can view the Auditable Event Alert
Report from the top toolbar. Additionally, the Logical Access Control Activity Report shows LAC activity.
An administrator is able to add other users to receive the Auditable Event Alert Report by clicking on
Alert Email Configuration and adding emails.

@ EPCS Logical Access Control Help
| Logical Access Control Activity Report  Auditable Event Alert Report _ Alert Email Configuration | Exit

Organization:  DrFirst, Inc.

Administrator: LAC Staff (222516832)

Below is a screenshot of the email a provider will receive.

EPCS Auditable Event Alert Report - Staging (11/17/2015) = ]
DO-NOT-REPLY-STGepcs@epcsdrfirst.com ® 11/18/15 - -
to me [~

An auditable event alert report has been generated and is ready for your review. A summary of the alerts generated is attached. Please log
into your EPCS administrative console or logical access controls console to review the details of the alert. Please contact your support
representative if you have any questions.

B Alert Report.csv '

A sample of the CSV file attached to the above email isshown below.

= Alert Report.csv |
File Edit View Insert Format Data Tools Add-ons Help Last edit was seconds ago

& e ~ T s % 0 00123 Aral - 0 - B Z 5 A. ®-H-E E-d |-
fx | Alert Type
A B c D E F G H
1 |Alert Type .| Count Start Time (UTC End Time (UTC " Actor Type Actor ID Description
2 LogicalAccessCi 1 2015-11-17T15:5 2015-11-17T716:0 PRESCRIBER 2981111091 LAC grant change
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Frequently Asked Questions (FAQSs)

Where can | check what information Experian has on file for me?
In order to check the information that Experian has on record, you can obtain a Free Experian credit report
from www.annualcreditreport.com. ldentity proofing questions are formulated based upon credit history.
This includes but is not limited to questions about home/auto loans, bank accounts, places of residency, etc.
Having a credit report available can assist in answering these questions.

What can | do if | am locked out of my account after three failed identity verification attempts within a 24
hour period?
You will have to wait 24 hours from the last time identity verification was attempted and failed. Any attempts
made during the lockout period (whether it be an hour or 23 hours) will extend the time that you will have
to wait. DrFirst DOES NOT have the ability to unlock your account.

What is Serial Number (S/N) and Credential ID?

*  Serial Number or (S/N): the series of numbers and/or letters on the back of the hard token that is
the unique identifier for that token. S/N refers to Serial Number—not to be confused with SSN
which refers to your Social Security Number and will only have to be entered in the User
Information page.

* Credential ID: is the series of letters and numbers (might start with “SYMC”) that appears at the
top of screen when you open the soft token VIP Access app. It is a unique identifier for your soft
token every time it is downloaded. So, if you delete the app and redownload it, you will have to
attach another token.

What happens if | forget my passphrase and cannot answer my security question?
In the event that the passphrase is forgotten and cannot be reset, your account will be DISABLED, and you
will be required to complete EPCS onboarding again. We strongly recommend that the passphrase and
security question / answer are written down to be stored in a secure location. DrFirst cannot reset a
passphrase. The passphrase can only be reset by correctly answering your security question.

Can | complete Identity Proofing if | have a Security Freeze on my account?
If you have a security freeze in place for your credit accounts, you MUST remove them before starting
enrollment by contacting Experian. Instructions on how to remove freezes/alerts can be found at
www.experian.com under “Credit Support”.

What are some factors that result in failed Identity Proofing?
There are several factors that can hinder your ability to successfully complete Identity Proofing, these
include but is not limited to the following:

* Security Freeze
*  Fraud Alert
* Inability to answer security questions accurately

* Personal information entered does match what Experian has on file

28


http://www.annualcreditreport.com/
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Resources

Support is available for DrFirst On-Boarding from Monday through Thursday, 8:30am — 7:30pm EDT and
Friday 9:00am — 6:30pm EDT. If you are failing the identity proofing process or need further assistance,
please call the ICANotes Support Team at 443-569-8778.

e ePrescribing with DrFirst Video Tutorial
e ePrescribing in ICANotes Guide
e Schedule a Training
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https://www.youtube.com/embed/DvDTiz-L-jM?&showinfo=0&rel=0&autoplay=1&HD=1
https://rise.articulate.com/share/vS2ek-KZ7KVN4w4LKdKAPeW1GUPu0y3F#/
https://www.icanotes.com/live-demo/

